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San phim: SecurityBox Antivirus
Pon vi phat trién: Cong ty C6 phan An toan Thong tin MVS

1. Muc dich va pham vi

Tai liéu nay mo td Chwong trinh Trién khai Phin mém An toan (Safe Software
Deployment Program — SDP) ctia Cong ty C6 phan An toan Théng tin MVS dbi voi
san pham SecurityBox Antivirus.

Muc tiéu cua SDP:

bam bao moi ban cap nhat (engine, driver, module bao v, co s¢ dir li€u nhan
dién ma doc, thanh phan quan ly trung tam...) dugc trién khai an toan, co
kiém soat, han ché t6i da rui ro gay gian doan cho khach hang.

Giam thiéu nguy co sy c¢b nghiém trong nhu: hé diéu hanh khong khoi dong
dugc, treo may hang loat, mét két ndi mang, xung dot vo1 san phém Microsoft
hodc phan mém phd bién khac.

Thiét 13p quy trinh giam sat, phat hién sém, thu hdi nhanh va cai tién lién
tuc dya trén dir liéu van hanh va phan hoi cua khach hang.

Dap tmg yéu cau vé Safe Deployment Practices trong chuong trinh Microsoft
Virus Initiative (MVI), dng thoi phit hop véi cac khuyén nghi ctia
CISA/FBI/ACSC vé trién khai phan mém an toan va NIST Secure Software
Development Framework (SSDF).

Pham vi bao gdm:

Cap nhat engine/chwong trinh chinh SecurityBox Antivirus trén Windows
(endpoint, may tram, may chu).

Cép nhat co s¢ dir li€éu nhan dién ma doc.

Cap nhat thanh phan tich hop (agent thu thap log, console quan 1y tap
trung...).

Cap nhat c4u hinh mic dinh duoc phan phéi qua hé thong cap nhat ty dong.



2. Nguyén tic chung va khung tham chiéu
Chuong trinh SDP ctia MVS duoc thiét ké theo cac nguyén tic:

1. Ul tién an toan & liy khach hang Iam trung tim
Moi quyét dinh trién khai duoc wu tién dya trén an toan, 6n dinh va trai
nghi¢m khach hang, khong chi dya trén toc do phat hanh.

2. Trién khai da giai doan, c6 kiém soat
Céc ban cap nhat quan trong dugc trién khai theo nhiéu 16p: Trién khai ndi bd
— Trién khai thi diém — Trién khai mé rong c6é kiém soat — Trién khai
toan bd, véi ngudng dirng phat hanh va thu hoi rd rang.

3. Po lwong & bang chirng
Quyét dinh phat hanh/thu hoi dya trén dik liéu do lwdng (ty 1é crash, BSOD,
CPU/RAM, ty 18 update 13i, s6 lwong phan hdi 15, false positive...) thay vi
cam tinh.

4. Phan tich sw cd va “suyt s ¢6”
Moi sy ¢b va céc tinh hudng suyt tro thanh sy ¢d (near-miss) déu duoc ghi
nhan, phan tich va rat kinh nghiém trén co s& khéng do 16i ca nhan
(blameless), nham muc tiéu cai thién quy trinh va chét lugng san phém.

5. Phu hop chuin va huéng din qudc té
SDP duoc xdy dung tham chiéu:

o Tai liéu Safe Sofiware Deployment: How Software Manufacturers Can
Ensure Reliability for Customers cia CISA, FBI, ACSC. Internet Crime
Complaint Center+1

o NIST SP 800-218 — Secure Software Development Framework (SSDF).
NIST Computer Security Resource Center+1

3. M hinh vong doi trién khai an toan


https://www.ic3.gov/CSA/2024/241024.pdf?utm_source=chatgpt.com
https://www.ic3.gov/CSA/2024/241024.pdf?utm_source=chatgpt.com
https://csrc.nist.gov/pubs/sp/800/218/final?utm_source=chatgpt.com
https://csrc.nist.gov/pubs/sp/800/218/final?utm_source=chatgpt.com
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Hinh 1: M6 hinh vong doi trién khai an toan SecurityBox Antivirus

Vong doi trién khai an toan SecurityBox Antivirus cia MV'S t6 chire theo 6 giai doan

chinh:

1. Lép ké hoach (Planning)

2. Phat trién & kiém thir (Development & Testing)

3. Trién khai noi bo (Internal rollout / Dogfooding)

4. Trién khai thi diém (Canary Deployment)

5. MO rong c6 kiém soat (Controlled Rollout)

6. Phan hoi & cai tién (Feedback & Continuous Improvement)

3.1. Giai doan 1ap ké hoach (Planning)

O giai doan nay, chung toi thuc hién:

e Phén loai ban cip nhjt

Cap nhat khan cap (Critical Security Update) — vi du: vé 15 hong nghiém
trong, khéc phuc nhanh false positive trén file hé théng.

Cap nhat bao mat & chat luong dinh ky (Regular Security & Quality

Update).

Céap nhat engine/mo6-dun 16n (Major Engine/Feature Release).




o Cap nhat cau hinh (Configuration-only Update).
e Danh gia rii ro & kich ban thit bai (pre-mortem)
o Phan tich cic kich ban x4u nhat: gdy BSOD, khong khai dong dugc
Windows, mat mang, xung dot driver, ting CPU/RAM bét thuong, false

positive trén file/tién trinh hé théng.

o Xac dinh bién phap giam thiéu va ké hoach thu hdi twong tmg cho timg
kich ban.

e Xiy dung ma tran twong thich (Compatibility Matrix)

o Céac phién ban Windows dugc hd tro: Windows 10/11 (ban
Home/Pro/Enterprise), Windows Server (2016/2019/2022...)

o Kién tric hé théng: 32-bit/64-bit (néu 4p dung), may that/may 4o, moi
truong VDL

o Tuong thich v6i cac san phdm Microsoft quan trong (Windows
Defender, Microsoft 365, cac dich vu cloud cia Microsoft) va mot $6
phan mém pho bién khac (trinh duyét, Office, phan mém ké toan,
ERP...).

e Chién lwge phat hanh & tin suat

o Engine & driver: tin suat thip hon, duoc kiém thir hoi quy (regression)
sau.

o Database/signature: cap nhat nhiéu lan trong ngay nhung di qua pipeline
kiém so4t false positive riéng, c6 co ché thu hdi nhanh.

e K& hoach thu héi phién ban & EOL

o DPam bdo mei ban cap nhat déu cé phién ban tien nhiém on dinh dé
thu hoi.

o X4c dinh chinh sich End-of-Life (EOL) cho c4c phién ban engine ci,
16 trinh ép nang cap & thong bao téi khach hang.



3.2. Giai doan phat trién & kiém thir (Development & Testing)
O giai doan nay, chung toi tap trung vao:

e Quy trinh build an toan

o Mai ngudn duge quan Iy trén hé théng quan Iy ma ngudn GitLab dugc
trién khai ndi bd va c6 kiém soét truy cap, log diy du.

o Moi tinh ning méi va hang muc nang cap sau khi dugc dua vao ké
hoach trong giai doan nay déu dugc phat trién trén cac nhanh tinh ning
(feature branches) va develop trong kho mi ngudn Git.

o Build server tach biét, c6 kiém soat, chi chap nhan code da qua review.

o San phém build (ban cai dat, database) s¢ duoc checksum va ky sb, sau
d6 luu trit ndi bd trén phan mém quén 1y tap trung EDR Center.

o Hé thong phan mém quan 1y tap trung EDR Center s& phan phdi cac
phién ban phan mém, phién ban database dén véi cac don vi pht hop
v6i cac giai doan trién khai.

super user

@ EDR CENTER

& Report

& Sync Histories

# Malware A -
Cap nhat mau ma doc
Tressenrs ’ 01:28 08/10/2025
£ Ticket: Ransomware.Petrwrap
CH

1737624973 Phién ban DB khéi tao 16:36 23/01/2025
X Version Management

Software Version

Database Version

License Management

Setting

Hinh 2: Hé théng quan 1y cdc phién ban phan mém va phién ban database



Security Details Previous Versions

General Compatibility Digttal Signatures
Signature list

Name of signer: Digest algoritt

CONG Ty CG PHAN AN TOAN THONG TIN MVS  sha256

Hinh 3: Bdn cai ddt SecurityBox Antivirus da dwoc ky s6

e Kiém thir chirc niing & chit lwong

o Unit test, integration test, regression test cho cac module engine, driver,
GUI, update service.

o Test tu dong trén ma tran hé diéu hanh va cau hinh may khac nhau.

o Kiém thir hiéu ning: CPU, RAM, /O, thoi gian khéi dong, thoi gian
quét.

e Kiém thir bao mit & twong thich hé sinh thai Microsoft

o Kiém tra xung dot vd1 Windows Defender va cac tinh ndng bao mat cua
Windows.

o Pam bao cap nhat khong can thiép bat thuong vao co ché cip nhat
Windows hoic cac thanh phan 15i.

o Dam bao AV signature khong danh nham céc file hé thng Windows,
file ctia cac san pham Microsoft pho bién.

e Kiém thir database/signature & mé hinh phat hién

o Chay trén bd mau:



m Tap dit liéu clean (clean set) gdm hé diéu hanh, phdn mém vin
phong, trinh duyét, phan mém pho bién.

m Tap dir liéu malware (malware set) gom cac mau ma doc chuan
dé kiém tra chat luong phat hién.

o Po ludng: ty 1¢ phat hién, ty 18 false positive, thoi gian phat hién, do on

dinh hé théng khi &p dung database mai.

3.3. Giai doan trién khai ndi b (Internal rollout / Dogfooding)

Trude khi phat hanh cho khach hang, moi ban cap nhat quan trong déu duoc trién khai
trong ndi bo:

e Maoi truwong ap dung

o Hé thong phong LAB bao gdm may tram, laptop va server ndi bo ctia
MVS véi da dang cac phién ban HDH Windows.

o Cac may tinh, laptop ndi bo ctua developer thugc MVS.

o Tai giai doan nay, hé théng EDR Center sé chi trién khai mic dinh trong
pham vi phong LAB va khong cho phép trién khai tai cac don vi khac.

Windows 7/8/10/11 64-bit Skip Skip 2 files Software Version:
1.0.20
Ubuntu Desktop 64-bit Skip Skip Skip
Description:
Ubuntu Desktop 32-bit Skip Skip Skip

Release Note: Cap nhét giao di¢n théng

Windows 7/8/10/11 32-bit Skip Skip 2 files bao

Structure Database:

License:
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Hinh 4: Phdn phoi thir nghiém tai phong LAB

e Co ché thu thap dir liéu

o Thong tin thu thap tw déng vé crash, log 15i, BSOD, hiéu ning, thoi gian
khéi dong, ty 1€ cap nhat thanh cong.

o Hé thong phan hdi 15i dugc khach hang dang st dung phan anh cac kénh
email support@securitybox.vn hoic cac nhom chat ho tro.

e Tiéu chi vugt qua giai doan

o Khong c6 su c¢b nghiém trong (BSOD, khong khai dong duoc, mat
mang hang loat).

o Khong co pattern crash hang loat trén cung phién ban.

o Khong ghi nhén false positive nghiém trong 1én file hé théng hodc phan
mém ndi bd quan trong.

o Ty lé cap nhat thanh cong dat ngudng dinh san.
o Khi vuot qua céc tiéu chi, ma ngudn s& dugc merge tir nhanh develop
sang nhanh staging.

3.4. Giai doan trién khai thi diém (Canary Deployment)

Giai doan trién khai thi diém 1a giai doan trién khai cho mot ty 16 nho khach hang dé
kiém tra trong moi truong thuc té:

e Lua chon nhém thi diém

o Mot s khach hang/doanh nghiép dong y tham gia chuwong trinh thi
nghiém ban beta.

o Ty 1¢ trién khai ban déu duoc giéi han & mic nho (vi du khoang 1-5%
sd lwong thiét bi dang hoat dong).


mailto:support@securitybox.vn

e Kiém soat trién khai

o Ngudi van hanh dugc phan quyén quan 1y trién khai ban cap nhat ctia hé
thong EDR Center s& chon cic don vi nam trong pham vi trién khai thi

diém.

o (6 kha ning tam dirng trién khai ngay lap tirc cho cac don vi thi diém

khi vugt ngudng rui ro.
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Hinh 5: Van hanh viéc trién khai thi diém tai céc don vi

e Giam sat & ngudng dung
o Theo doi real-time:
m Ty I€ cap nhat thanh cong.
m Crash, BSOD, 16i hiéu ning.

m Phan hdi cta khach hang/dbi tac.

3.5. Giai doan mé rong co6 kiém soat (Controlled Rollout)

Sau khi trién khai thi diém 6n dinh, ban cap nhat duoc mé rong dan:




e Ting din ty I8 trién khai

o Vidu: 5% — 20% — 50% — 100% sd luong thiét bi tai cac don vi,
theo tirng “vong thr nghiém”.

o Mbi vong thir nghiém c6 thoi gian quan sat nhat dinh (vi du 24-72 gio)
trude khi nang 1én vong thir nghiém ké tiép.

o Sau khi dat 100% sb luong thiét bi tai cac don vi, ma nguén s€ duoc
merge tur nhanh staging sang master va dugc céc tag release véi phién
ban tuong ung.

e Phin ting khach hang

o Uu tién trién khai & nhém méi trudng don gian, it rii ro trudc; cac moi
truong nghiép vu trong yéu duoc trién khai sau khi dd c6 da dir liéu 6n
dinh.

o Cho phép mot s6 khach hang doanh nghiép tuy chon tri hoéin nhan ban

cap nhat 16n (engine major) trong mot khung thoi gian nhat dinh, nhung
khong tri hodn vo han dé tranh rii ro bao mat.

3.6. Giai doan phan hoi & cai tién (Feedback & Continuous Improvement)
M&i vong trién khai déu cung cp dit liéu cho vong sau:

e Ghi nhan va phan tich:
o Ldi phat hién trong timg giai doan (dev, internal, canary, rollout).
o Su cb va tinh hudng suyt tré thanh su ¢ (suyt su cd).
o Phan hdi tir Microsoft (trong khudén kho MVI) va tir khach hang.
e (Cap nhat:
o Quy tic kiém thir, ma tran tuong thich.

o Tiéu chi cho canary, rollout, rollback.



o Tai liéu k¥ thuat va playbook trién khai/sy cd.
o Cai tién:
o Toan bd cac 16i phat hién hodc cac phan hoi khach hang s& dugc tong
hop lai, tao ticket, giao viéc cho tung bo phan chiu trach nhiém va duoc

quan 1y trén Asana.

o Dbi véi cac 161 giy cac su cb nghiém trong duoc phat hién sau qua trinh
trién khai mé rong s& kich hoat qua trinh hotfix v&i vong doi tuong tu.
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Hinh 6: Mot vai ticket dwoc trién khai trong qud trinh phdt trién

4. Quan Iy rii ro trién khai & tinh hudng suyt tré thanh sw c6

MVS x4y dung ding ky rii ro trién khai (deployment risk register) cho san phdm
SecurityBox Antivirus, trong do:

e MOoi loai riii ro (vi du: BSOD, xung dt driver, false positive trén file hé théng,
161 hiéu ning nghiém trong, chin dich vu Windows Update...) duoc md ta:
nguyén nhan, kha ning, tic dong, bién phap giam thiéu.



e Khi xuét hién tinh hudng “suyt tré thanh sy ¢6” (near-miss) (vi du: phat hién
16i nghiém trong & giai doan thi diém, chua kip anh hudng dién rong), sy kién
van duoc ghi nhan nhu méot sy ¢b ndi bo, va duoge phan tich nguyén nhan géc
(RCA) va hanh dong khic phuc cuy thé.

5. Giam sat, do lwong va canh bao trong qua trinh trién khai
Pé hd tro viée trién khai an toan, hé thong SecurityBox Antivirus trién khai:

e Thu thip dir liéu giam sat van hanh (telemetry) mot cach ty dong khi dugc
khach hang cho phép:

o Ty 1é cap nhat thanh cong/that bai theo phién ban.

o Théng tin vé crash, BSOD, event log lién quan dén service/driver cua
SecurityBox Antivirus.

o Chi s6 hiéu nang: CPU, RAM, I/O bat thuong sau khi cap nhat.
e H¢ thong quan tric va canh bao

o Dashboard ndi bd hién thi cac chi sb theo phién ban, kénh cép nhat, khu
vuc.

o (Canh bao ty dong khi vuot ngudng:
m Crash rate ting bat thuong sau khi phat hanh ban méi.
m Luong ticket/phan anh tir khach hang ting dot bién.
m Ty 1€ cap nhat that bai cao trén mot phién ban cu thé.
e Lién két véi quy trinh tng phoé sw cd
o Khi vuot ngudng, hé thong tu dong hodc ngudi tryc c6 thé kich hoat

playbook sw ¢d, dimg trién khai, hodc hodc thu hdi phién ban theo chinh
sach.
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Hinh 7: Dashboard thong ké cho tirng don vi

I-, -Iﬂx Q super user
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Hinh 8: Dashboard thong ké cho tirng don vi

6. Ké hoach trng phé sw c6 va thu hdi phién ban

MVS xay dung va duy tri bo quy trinh chuan (playbook) cho viéc trién khai va tmg
pho su cb dbi voi SecurityBox Antivirus, trong do bao g6m viéc phan loai muc d0 su

¢O nhu sau:



e Phan loai mirc dg su co

o Mt 1: Anh huong trong pham vi hep, ¢ thé khic phuc bang bién phap
tam thoi/giai phap thay thé don gian, khong gay tac dong rong.

o Mt 2: Anh hudng dang ké téi mot nhom khach hang, can phat hanh
ban stra 161 hodc thu hdi phién ban (rollback) trong thoi gian ngan.

o Miic 3: Anh huodng trén dién rong, c6 nguy co tac dong dén tinh sin
sang cuia hé thong, can thuc hién thu hoi phién ban khan cap va phéi hop
chit ché véi cac d6i tac lién quan (bao gdm Microsoft).

e Quy trinh xir ly
o Phat hién va xac nhan su cd (triage).

o Tam dung phat hanh trén cac don vi bi anh hudng.

o Ra quyét dinh: thu hoi ban cép nhat (engine/database) hoic phat hanh
hotfix.

o Thong bao t6i khach hang, ddi tac, va khi can thiét 1a Microsoft (trong
pham vi MVI).

o Theo ddi sau su cb, xdc minh hiéu qua cua rollback/hotfix.
o Thuyec hién post-incident review, cap nhat quy trinh SDP.
e Thu hdi k¥ thuat
o Client SecurityBox Antivirus c6 kha ndng quay lai phién bdn engine
hoic database 6n dinh truéc d6, mot cach tu dong khi phat hién 15
trong qua trinh cap nhat.
o Hé thong cap nhat c6 kha nang wu tién phan phdi ban “rollback update”

t61 toan bo thiét bi bi anh hudng.

7. Quén 1y cdu hinh, kénh cip nhit va twong thich Microsoft



e Quan ly kénh cap nhat
o Internal Channel — danh cho nhan vién MVS.

o Canary/Beta Channel — nhém khach hang/di tic tham gia chuong trinh
thir nghiém.

o Stable Channel — khach hang thong thuong.
e Chinh sach cap nhat trén Windows

o Ton trong chinh sach Windows vé khoi dong lai (reboot). SecurityBox
Antivirus khong ty dong khéi dong lai hé théng néu khong thuc su can
thiét.

o Khong thay d6i hodc can thiép trai phép vao co ché cap nhat cua hé dicu
hanh Windows.

o Dam bdo SecurityBox Antivirus khong gy can tr¢ hoat dong binh
thuong ciia Microsoft Defender va cac giai phap bao mat khac cua
Microsoft.

e Quin ly cAu hinh

o Céu hinh mic dinh duoc thiét ké an toan, tranh gay gian doan bat ngo
cho ngudi dung cudi.

o Céac thay d6i cAu hinh 16n duoc dwa qua pipeline gidng nhu cap nhat
chtrc ndng (c6 internal, canary, rollout, gidm sat...).

8. An toan chudi cung irng phin mém va ha ting trién khai
DPé dam bao cap nhat SecurityBox Antivirus khong bi can thi€p hoac gia mao:
o Ky s & xac thue
o Moi ban dung (installer, engine, driver, module, signature...) déu dugc

ky so bang ching thw code signing (EV code signing) ciia MVS do
hang SSL cp.



o Client chi chép nhan cap nhat néu chit ky $6 hop 1€ va dugc phat hanh tir
kho chtig thu tin cay.

e Bio vé ha ting build & update

o Hé théng build va may chil phan phdi cap nhat duoc tach ving mang, ap
dung MFA, logging va nguyén tic dic quyén tdi thiéu.

o Kiém soat truy cép chit ché ddi vé6i tai khoan c6 kha ning day (publish)
ban cap nhat mai.

o Luu log ddy du cac sy kién build, sign, publish dé phuc vu diéu tra khi
can thiét.

e Kiém soat nguon phu thudc

o Thiét 1ap va duy tri danh muc thanh phan phdn mém (Software Bill of
Materials) cho cic thanh phan chinh.

o Danh gia rai ro ddi véi thu vién bén thir ba, cap nhat kip thoi cac ban va

bao mat quan trong.

9. Giao tiép va hd tro khach hang trong qua trinh trién khai
MVS cam két:
e Thong bao trwdce khi cap nhat lom
o Véi cac ban cap nhat engine hoac thay ddi 16m, MVS s& cung cép thong
tin trudc: pham vi thay doi, tac dong tiém ning, yéu cau hé thong, thoi
gian duy kién.

e (Cong bo ghi chi phat hanh (Release Notes)

o MBoi ban phat hanh déu co release notes mo ta cac thay do6i chinh, 10i
duogc stra, diém can luu y.

e Kénh hd tro sw ¢6 khén cip



o Kénh lién hé hd tro (email, hotline, portal) danh riéng cho s ¢b lién
quan t&i cap nhat, dé khach hang c6 thé bao cao nhanh va nhin hudng
dan xir 1y, thu hoi.

e Minh bach sau su co

o Khi xay ra sy ¢b c6 anh huong dang ké, MVS sé& thong tin t6i khach
hémg/déi tac va, khi can, Microsoft, bao gém: mo ta sy cd, pham vi anh
hudng, bién phap khic phuc, va cac budc cai tién quy trinh.

10. Co ché quan tri va ra soat chwong trinh SDP

e Trach nhiém quan tri

o Chu s6 hiru SDP: mot bd phan/bg phan két hop (vi du: BO phan Phat
trién San pham & Bo phan Pam bao Chat lugng/An toan Thong tin)
chiu trach nhi¢m duy tri, cdp nhat va giam sat viéc tuan tha SDP.

o Ban lanh dao: xem xét dinh ky cac chi s6 chit luong trién khai va bao
c4o sy cd/tinh hudng suyt tré thanh sy cb.

e Ra soat dinh ky
o SDP duogc ra soat toi thiéu mdi nim mot 1an, hodc sau mdi su cb
nghiém trong, hodc khi c6 thay doi 16n trong kién tric san pham/ha tang

trién khai.

o Vigc ra soat cling tham chiéu cap nhat mai to CISA, NIST va cac yéu
cau cua chuong trinh MVI (néu c6 diéu chinh).

e Dio tao & nang cao nhin thire
o Nhan sy tham gia vao qua trinh x4y dung, kiém thtr, phat hanh va van
hanh SecurityBox Antivirus déu duogc dao tao vé trién khai an toan, thiét

ké bao mat ngay tir dau va quy trinh xtr 1y sy cd.

o MVS khuyén khich xay dung vin hoa bao cdo 16i va cac tinh hudng suyt
trg thanh su ¢d (near-miss) trén co sé khong quy trach nhiém ca nhan.
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